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	Program name.
Computer Information Technology
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B.S. Computer Information Technology





Section II: This section is for changes in courses only
	Subject.  (Brief description of proposed change, addition or deletion.)
ITS 47800, Advanced Topics in Cyber Security Practices – New Course

	Justification.  (Briefly list main reasons for proposed change, addition or deletion.)
1. As a required course for the new proposed cybersecurity concentration. 
2. As a restrictive elective course for the existing Computer Information Technology Undergraduate Program.


Use the Current and Proposed spaces below for course changes only.  Otherwise, mark “N/A”
	Current:  (Course changes: include entire present catalog information.  Leave blank if new course)


	Proposed:  (Course changes: include entire new catalog information.)
ITS 47800 – Advanced Topics in Cyber Security Practices.
This course is an advanced course on cybersecurity for the undergraduate Computer Information Technology Program. This course covers information security governance and risk management, NIST risk management framework RMF, NIST business continuity standard,  ethical hacking and penetration testing process, web-based hacking, wireless and network hacking, malware analysis.
Pre-requisite: ITS35000 – System Assurance

Typically offered Fall Spring. 
3.000 Credit hours 
Course Pattern: 2-2-3 
Level: Undergraduate 
Schedule Types: Lecture 
Course Attributes: Upper Division 
Fees(s): None
Grading: Regular (G)

	Is this course also:
	|_| General Education
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	Course Objectives / Learning Outcomes.  (New courses only.  List main outcomes.  If lengthy, attach separate page.
The student, by the end of the semester should be able to:
1. Analyze vulnerabilities and threats for different components of cyber infrastructure
2. Evaluate the relationship between threats, vulnerabilities, countermeasures, attacks, compromises and remediation. 
3. Analyze operation security issues and countermeasures.
4. Create security management, policy, business continuity. 
5. Apply appropriate mechanisms to categorize threats, vulnerabilities and attacks. 
6. Evaluate disaster recovery scenarios
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	Impact on University Resources.  (State “N/A” if proposal will not require new resources, faculty or funds.) NA
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