MacOS
Cisco AnyConnect Download & Installation Guide for MacOS

How to get the installer:

To get the installer for Cisco AnyConnect for MacOS, you can either navigate to \\isfs\apps\Mac Files\Cisco AnyConnect VPN\anyconnect-macos-
4.9.04043-core-vpn-webdeploy-k9.dmg or you can open a web browser and type in https://webvpn.purdue.edu/
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Please enter your usemame and password.

USERNAME: | |

PASSWORD: | |

Login

You will be met with the screen presented above. Enter in your username and your password in order to connect to the webvpn. NOTE: your password is
your boiler key. Once you log into the web vpn, you will be prompted with the following screen:

In response to the increased use of VPN services due
to COVID-19, there is a new VPN profile available for
general use (Bollerkey required). To make the switch,
please click the Disconnect button below, enter the
address “webvpn2.purdue.edu” (without quotes) in
your AnyConnect client window, and then click the
Connect button.

Cancel Continue

Click on the Continue option. This will lead to the following screen:

& webvpn.purdue.edu

m Ss v serice

f» hp/| @

User:baile213 | Logout

3 Home

- , I
D) wes sopicons \‘ AnyConnect Secu

{—) Browse Networks

Downloadt,

) Ancomect

I Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for macOS

@ Instructions

Once on this screen, click on the Download for MacOS option. This will download the .dmg executable file necessary for the installation. Make sure to
click the Logout button once you are done as it will keep you logged in even after closing the web browser.

How to Install Cisco AnyConnect:

To begin the installation, you will need to navigate to the .dmg file that you downloaded in the previous section of this document and double-click on the
file, which will mount and open the Cisco AnyConnect drive containing the .pkg file for the installation.


https://webvpn.purdue.edu/

anyconnect-
macos-4.9.0...deploy-k9.pkg

Double click on the package file in order to begin the installation process. You will receive the prompt below in order to begin. Click on the Continue option.
#® Install AnyConnect Secure Mobility Client

Welcome to the AnyConnect Secure Mobility Client Installer

You will be guided through the steps necessary to install this

Introduction
software.

Continue

Clicking continue will bring up the Software License Agreement page. See screenshot below. Click the Continue option.

#® |nstall AnyConnect Secure Mobility Client

Software License Agreement

) Supplemental End User License Agreement for
Introduction AnyConnect® Secure Mobility Client v4.x and other VPN-
License related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains additional terms and
conditions for the Software Product licensed under the End User License Agreement ("EULA")
between You ("You" as used herein means You and the business entity you represent) and Cisco
(collectively, the "Agreement"). Capitalized terms used in this SEULA but not defined will have the
meanings assigned to them in the EULA. To the extent that there is a conflict between the terms
and conditions of the EULA and this SEULA, the terms and conditions of this SEULA will take
precedence.

In addition to the limitations set forth in the EULA on your access and use of the Software, You
agree to comply at all times with the terms and conditions provided in this SEULA.
DOWNLOADING, INSTALLING, OR USING THE SOFTWARE CONSTITUTES ACCEPTANCE
OF THE AGREEMENT, AND YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY
THAT YOU REPRESENT (COLLECTIVELY, "CUSTOMER") TO THE AGREEMENT. IF YOU DO
NOT AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO IS UNWILLING TO
LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY NOT DOWNLOAD, INSTALL OR USE
THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE (INCLUDING ANY
UNOPENED CD PACKAGE AND ANY WRITTEN MATERIALS) FOR A FULL REFUND, OR, IF
THE SOFTWARE AND WRITTEN MATERIALS ARE SUPPLIED AS PART OF ANOTHER
PRODUCT, YOU MAY RETURN THE ENTIRE PRODUCT FOR A FULL REFUND. YOUR RIGHT
TO RETURN AND REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM CISCO OR AN
AUTHORIZED CISCO RESELLER, AND APPLIES ONLY IF YOU ARE THE ORIGINAL END
USER PURCHASER.

Print... Go Back Continue

This will result in a pop up asking you to agree to the license agreement of the software. See screenshot below. Select the Agree option in order to
continue the installation.



To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree

Once you click agree to the license terms, you will receive a prompt to begin the installation. See screenshot below. Click on the Install option.

#® |nstall AnyConnect Secure Mobility Client
Standard Install on “Untitled”

isales T This will take 37.9 MB of space on your computer.

License Click Install to perform a standard installation of this software
ik "Untitled”
DastinatioriSalect on the disk “Untitled".

Installation Type

Go Back Install

You will then be prompted by MacOS to provide administrator credentials. See prompt below. Enter in your administrator credentials and click Install
Software to continue.

Installer is trying to install new software.

Enter your password to allow this.
User Name: pnw

Password:

Cancel Install Software

The installer will run for a few moments. During the installation, you will receive two prompts stating that system extensions have been blocked. Click on Op
en Security Preferences on either one in order to open the security preferences window to enable the extension. You only need to click on one of the
buttons as they both do the same thing. Both of these prompts are displayed below for your reference.



em Exterision Blocked:

System Extension Blocked

The pregram “Clsco AnyConnect Sockat
Filter” tried to load new system
extension(s). If you want to enable these
extensions, open Security & Privacy
System Preferences.

OK

Open Security Preferences

Copmn e

Once you open the security preferences window, you will need to unlock the pad lock at the bottom left-hand corner of the window. To do this, you will
need to enter in your administrator credentials. See below screenshot of the window and the prompt.

Sty kAT

Eemea | Maed.  Meesl

Jpdam eram oo acplordan Casz AT crresl kel Mt

After you enter in your administrator credentials, the pad lock will unlock, and you will need to click Allow. Once this is completed, you can close the
security preferences window. After allowing the security extension, you will receive a pop up asking you to allow a network filter. See screenshot below.
Click the Allow option.

“Cisco AnyConnect Socket
Filter” Would Like to Filter
Network Content

All network activity on this Mac may be
filtered or monitored.

Don't Allow

After you click the allow option above, you will receive a prompt stating that the installation was successful, and you can click Close. See screenshot below.



#® |nstall AnyConnect Secure Mobility Client

The installation was completed successfully.
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License
Destination Select
Installation Type

Installation

The installation was successful.

Summary
The software was installed.

Upon clicking the close option, you will receive a prompt asking if you would like to keep the installer or move it to the trash. This is your preference and
you can choose whichever option you would like. | have included a screenshot of this prompt below.

Do you want to move the
“AnyConnect Secure Mobility
Client” Installer to the Trash?

To keep this package and disk image in
its current location, click Keep.

Keep Move to Trash

This completes the installation process for Cisco AnyConnect.

How to Use Cisco AnyConnect VPN:

To launch the Cisco AnyConnect VPN, you will need to navigate to the Launch Pad icon at the bottom left-hand side of your dock. The logo for this may be
different depending on your version of MacOS. For this documentation, | have included a screenshot below of what this icon looks like inside MacOS Big
Sur Version 11.4.

Once inside the launch pad, you should see a Cisco AnyConnect Mobility Client application. This name may be abbreviated to Cisco AnyC...bility
Client on the icon. | have included a screenshot below of what the application icon looks like. Click on it once in order to launch the application.
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Cisco AnyC...bility Client

Once you click on the icon, you will receive a pop up window as shown in the screenshot below. It will prompt you for the VPN address. The VPN address
is webvpn.pnw.edu and can be seen in the screenshot below.

AnyConnect T1m
Secure Mobility Client CISCO

_ﬁ/‘@ VPN:
i % Ready to connect.

—_— webvpn.prw.edu Connect

Once you have the VPN address entered, you can click the Connect button on the right-hand side of the window. Doing this will result in a second pop up
window displaying as shown below.
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Cisco AnyConnect | webvpn.pnw.edu
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Usarname: |

Password:
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In the pop up window displayed above, you will enter in your username and your password. Note that your password is your boiler key. Once you have this
information entered, you will click the OK button. This will establish the connection. You will know that the connection succeeded if you see the following
notification.
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stlnan]1s  Cisco AnyConnect Secure Mobility Client
CI15C0  Connected: webvpn.pnw.edu
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